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Disclaimer

0 Poll Everywhere

* We're using Poll Everywhere
» Using this Is optional
* What's done with your info?
— Poll Everywhere won't spam you
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* Via text: Text gvwmn to 22333
* Via web: go to pollev.com/GVWMN
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Poll

What one word comes to mind when you
hear "data practices"”
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Poll

How much experience do you have with
data practices?
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How much experience do you have with data practices

Less than 1 year

One (1) to 5 years

Five (5) to 10 years

More than 10 years

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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0%
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Poll

The following apply to me...
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The following apply to me

| am my city's responsible authority

| am responsible for answering data practices requests

I've been involved with data practices requests

I've been involved in e-discovery

None of the above

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app

0%

0%

0%

0%

0%




Learning Objectives

1. Understand data inventories and how they
should be maintained

2. Understand the risks of "data sprawl" in a
digital world

3. Understand data practices policies and
procedures required by statute
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Minnesota Government Data Practices Act

Right to Privacy Functi ,
o qnow | 0N efficieng,
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Data Classifications under the MGDPA

e Available to anyone
e Presumption unless classified otherwise

e Data not on individuals
e Accessible to any government entity authorized by law and the subject of the data

e Qutside entities authorized by law
e Express written authority given by data subject

w e Data on individuals
e Accessible to:
e Data subject
e Officials or employees whose work reasonably requires access

e Data on individuals

e Not accessible to the public or data subject
enieanicl ® Access limited to:
e Officials or employees whose work reasonably requires access

e Qutside entities authorized by law
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Data Inventory

All Data

DE
Inventory
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Inventory
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What Goes In a Data Inventory

Responsible
authority’s name, Data description
title, address

MGDPA
classification

Relevant statute Employee access
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Responsible Authority (Name and Title)
Alice Roberts-Davis, Commissioner

Reporting Division/Office
Real Estate and Construction Services

Address:
200 Administration Building,
50 Sherburne Ave., St. Paul, MN 55155

Address:

309 Administration Building
50 Sherburne Ave., St. Paul, MN 55155

Name of Record, File, Process, Form or Data Type | Description (Understandable to General Public) Data Citation for Employee
Classification | Classification Work Access

Real property appraisal data (a) Estimated or appraised values of individual | Confidential | MS 13.44, e Land (1 employee)
parcels of real property that are made by Public Subd.3(a), |e Supportstaff(l
personnel of the state or a political 3(c) employee)
subdivision or by independent appraisers for e Senior Director,
the purpose of selling or acquiring land Lease Supervisor
through purchase or condemnation

Real property appraisal data (b) Appraised values of individual parcels of real | Private MS 13.44, ¢ Land (1 employee)
property that are made by appraisers working | Public Subd.3(b). |e Supportstaff(l
for fee owners or contract purchasers who 3(c) employee)
have received an offer to purchase their e Senior Director,
property from the state or a political Lease Supervisor
subdivision
Any responses received to a RFP or request . i

Responses to Requests for Proposals (RFPs) for bid Public MS 13.591 e Contracting Staff

X . or bi !
and requests for bids for Construction Private (2 employees)

Manager and Design-Build projects

Project Managers
and Business
Operations
manager on an as
need basis as part
of specific work
assignments;
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When it comes to IT in my city...

I'm pretty much it

We use an outside company/contractor

We have a single staff person who handles IT

We have a formal IT department

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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Shadow IT?
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Technology Considerations

® Home - League of Minnesota Ci* X

A () https//www.Imc.org A T
N
G Log In MemberLink Mar Careers  Aboutthe League  Contact
LM LEAGUE
FUANESOTA Resources Insurance Trust Advocacy Learning & News & Publications Search Q

CITIES

Promoting excellence in
local government.




System Inventory

Software Solutions

Status Manufacturer Software Brief Description Staff Lead External Users Vendor
Is this solution What entity develops or sells the Name of product or  Version Number What do you use the software for? Who manages the day-to-day use of the Do any external customers, Is this software wholly or partially
currently installed software product? Exclude P What types of data is stored or created software? Who requested the purchase residents, or other stakeholders hosted by a vendor? If so, identify

and used? resellers. line or module. with it? of it? (Name, Title) access this software? vendor below.
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Local or
Name Publisher Serial Number Cloud Payment Contract Expiration  Notes Agreement Link
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Data Spraw|
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All Data

Data
Inventory

A

SAFETY AND LOSS CONTROL WORKSHOPS LM‘



All Data

Data
Inventory

SAFE1




Data Sprawl

Dangers
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Data Sprawl

IT
Operations
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IT Backups
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IT Backups

Data request

E-discovery
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IT Backups

E-discovery
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Data Practice Requests

* 100 or fewer paper copies = 25 cents/page

maximum
e Flat rate — cannot add additional charges like
postage

* Everything else (over 100 paper copies,
electronic data, photos, videos etc.) = "actual
cost”
e Cost of media and mailing
* Employee time to prepare copies
 Employee time to search and retrieve UNLESS
requestor is data subject
e Calculated based on the lowest-paid city
employee who could complete the task

©)
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Policies for Access to Data
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How to Request Public Data

You can ask to look at (inspect) data at our offices, or ask for copies of public data that we keep.

Make a [written request — the DPO recommends requiring written data requests]. You may make your

request by [fill in how you will accept requests, e.g., mail, fax, or email. Also include whether requests

should go to the Responsible Authority, a Designee, or someone else listed on page 4], using the data
request form on page 6.

If you do not use the data request form, your request should:
e Say that you are making a request for public data under the Government Data Practices Act (Minnesota Statutes,
Chapter 13).
¢ Include whether you would like to inspect the data, have copies of the data, or both.
e Provide a clear description of the data you would like to inspect or have copied.

You are not required to identify yourself or explain the reason for your data request. However, you may need to provide
us with some personal information for practical reasons (for example: if you want us to mail copies to you, you need to
provide us with an address or P.O Box). If we do not understand your request and have no way to contact you, we cannot
respond to your request.
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Digital Data
Viewing
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Secure Viewing

 Read only!
 Dedicated

* Limit device access
 USB disabled
 Network disabled
* Bluetooth disabled
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Employee Data Access

Shared folders or Incorporate access in Data access form for
drives job descriptions each employee

Training List work assignments
in data inventory
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Employee Access

Name of Record, File, Process, Form or Data Type | Description (Understandable to General Public) Data Citation for Employee
Classification | Classification | Work Access

Real property appraisal data (a) Estimated or appraised values of individual Confidential | MS 13.44, e Land (1 employee)
parcels of real property that are made by Public Subd. 3 (a), Support staff (1
personnel of the state or a political 3(c) employee)
subdivision or by independent appraisers for e Senior Director.
the purpose of selling or acquiring land Lease Supervisor
through purchase or condemnation

Real property appraisal data (b) Appraised values of individual parcels of real | Private MS 13.44, Land (1 employec)
property that are made by appraisers working | Public Subd. 3 (b). e Support staff(1
for fee owners or contract purchasers who 3(c) employee)
have received an offer to purchase their e Senior Director.
property from the state or a political Lease Supervisor
subdivision

Res L - e : Any responses received to a RFP or request . . .

esponscs to Requests for Proposals (RFPs) for bid Public MS 13.591 e Contracting Staff
and requests for bids for Construction e Private (2 employees)

Manager and Design-Build projects

e Project Managers
and Business
Operations
manager on an as
need basis as part
of specific work
assignments;
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Policies Save Your Bacon

* Ensures things are
addressed In
consistent way
iInternally

 Informs public of your
processes

* Violation of law to not
have .
©
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Learning Objectives

1. Understand data inventories and how they
should be maintained

2. Understand the risks of "data sprawl" in a
digital world

3. Understand data practices policies and
procedures required by statute
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Interrogative Statements?

Contact us!
research@Imc.org

612-281-1200

Submit a question: https://www.Imc.org/contact/submit-a-
guestion/
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https://www.lmc.org/contact/submit-a-question/
https://www.lmc.org/contact/submit-a-question/

	Slide 1: Data Practices:  Wrangling Your Data
	Slide 2: Disclaimer
	Slide 3: How To
	Slide 4: Poll
	Slide 5: Poll Everywhere free text poll activity
Activity Title: What do you think of when you hear "data practices"
Slide 4
	Slide 6: Poll
	Slide 7: Poll Everywhere multiple choice poll activity
Activity Title: How much experience do you have with data practices
Slide 2
	Slide 8: Poll
	Slide 9: Poll Everywhere multiple choice poll activity
Activity Title: The following apply to me
Slide 8
	Slide 10: Learning Objectives
	Slide 11: Minnesota Government Data Practices Act
	Slide 12: Data Classifications under the MGDPA
	Slide 13: Data Inventory
	Slide 14
	Slide 15: What Goes in a Data Inventory
	Slide 16
	Slide 17: Finding and Categorizing Data in Digital Systems
	Slide 18: Poll Everywhere multiple choice poll instructions screen
Activity Title: When it comes to IT in my city...
Slide 36
	Slide 19: Poll Everywhere multiple choice poll chart screen
Activity Title: When it comes to IT in my city...
Slide 37
	Slide 20: Poll Everywhere multiple choice poll chart screen
Activity Title: When it comes to IT in my city...
Slide 38
	Slide 21: Shadow IT?
	Slide 22: Technology Considerations
	Slide 23: System Inventory
	Slide 24
	Slide 25
	Slide 26: Data Sprawl
	Slide 27
	Slide 28
	Slide 29: Data Sprawl
	Slide 30: Data Sprawl
	Slide 31: IT Backups
	Slide 32: IT Backups
	Slide 33: IT Backups
	Slide 34: IT Backups
	Slide 35: Data Practice Requests
	Slide 36: Policies for Access to Data 
	Slide 37
	Slide 38: Digital Data Viewing
	Slide 39
	Slide 40: Secure Viewing
	Slide 41: Employee Data Access
	Slide 42: Employee Access
	Slide 43:  Policies Save Your Bacon
	Slide 44: Learning Objectives
	Slide 45: Interrogative Statements?

